Senior Manager - Cyber Engineering & Architecture
[bookmark: _s7ztl6eh8jcc]Role Purpose
Lead the cyber engineering function, defining and delivering the security architecture, tooling, and controls that support effective cyber defence, aligned to business goals, risk appetite, and regulatory requirements.

[bookmark: _eb0srrcilo8r]Key Responsibilities
· Define and execute cyber engineering and architecture strategy with the CISO
· Lead design and continuous improvement of security controls across cloud, network, identity, endpoint, application, and data
· Ensure scalable, resilient architectures aligned to enterprise standards
· Embed security-by-design across delivery lifecycles (including CI/CD and cloud-native)
· Own the cyber tooling roadmap (lifecycle, integrations, optimisation)
· Lead engineering teams and specialist partners
· Oversee platform operations, vendors, and service performance
· Define KPIs and control effectiveness metrics
· Collaborate with stakeholders to deliver secure, practical solutions
· Manage budgets for tooling, licensing, and services
· Support incident response through engineering remediation and improvements

[bookmark: _fxpog7bn4ien]Skills & Experience
· 15+ years in cybersecurity / IT engineering, including architecture roles
· 3+ years in a senior leadership role
· Deep expertise in at least two domains (e.g. cloud, IAM, network, endpoint, application/data security)
· Strong experience with enterprise-scale cloud security architectures
· Experience managing security tooling, vendors, and costs
· Strong knowledge of Zero Trust, defence-in-depth, and frameworks (NIST, CIS)
· Relevant certifications (e.g. CISSP, CCSP) or equivalent experience
· Strong stakeholder management and ability to translate risk into solutions
· Experience with third-party providers and regulated environments

[bookmark: _1j989qh52oig]Desirable
· Experience with platforms such as CrowdStrike, Palo Alto, SailPoint, Microsoft security stack
· Experience supporting or remediating major cyber incidents

